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CESER Overview and Threat Landscape
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Mission: To enhance the security of U.S. critical energy infrastructure to all hazards, 
mitigate the impacts of disruptive events and risk to the sector overall through 
preparedness and innovation, and respond to and facilitate recovery from energy 
disruptions in collaboration with other Federal agencies, the private sector, and State, 
local, tribal, and territory governments. 
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Collaboration and Coordination is Essential 
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State, Local, Tribal, and 
Territorial (SLTT) Governments

Energy Government 
Coordinating Council (EGCC) Industry Councils
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What is Emergency Support Function (ESF) #12?

§ ESF1 Transportation 
§ ESF2 Communications
§ ESF3 Public Works & Engineering
§ ESF4 Firefighting
§ ESF5 Emergency Management
§ ESF6 Mass Care, Housing & Human Services
§ ESF7 Resources Support
§ ESF8 Public Health & Medical Services 

§ ESF9 Urban Search & Rescue
§ ESF10 Oil & Hazardous Materials Response
§ ESF11 Agriculture & Natural Resources
§ ESF12 Energy
§ ESF13 Public Safety & Security 
§ ESF14 Cross-Sector Business & Infrastructure
§ ESF15 External Affairs 

ESFs are part of FEMA’s National Response 
Framework
§ How the Nation responds to disasters and emergencies

§ Built on the National Incident Management System

§ Scalable, flexible, and adaptable coordination structures

Emergency Support Functions:
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Energy Emergency Assurance Coordinator 
(EEAC) Program facilitates 2-way information 
sharing between DOE and states leading up to 
and during an energy disruption or emergency 

Information Sharing Across the Energy Sector  
Information Sharing and 
Analysis Centers (ISAC)

Call to Action 

§ Ask fusion center for 
briefings (class or unclass.)

§ Build well-defined, trusted 
information-sharing 
processes and implement 
exchange mechanisms that 
meet the needs of federal, 
state, and private sector 
partners. 

§ Exercise information 
sharing protocols and 
channels. 
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Innovative Mitigation Measures By States
§ Oregon Fuel Action Plan outlines Fueling points of 

distribution concept in response to risk posed by Cascadia 
Subduction Zone.

§ Identifies authority and responsibilities to control and direct 
the state’s overall response to petroleum emergencies 

§ Provides coordination structure for federal, state, county, 
tribal, and petroleum industry partners 

§ Provides structure for fuel allocation that identifies 
preapproved priority users of fuel and user responsibilities 

§ Identifies state and county priority lifeline routes to support 
fuel deliveries 

§ Pre-designates Fuel Points of Distribution (FPOD) for 
receiving emergency fuel 

- 6 -Source: PowerPoint Presentation (oregon.gov) Deanna Henry, 2019

https://www.oregon.gov/oem/Documents/OSSPAC_2019_01_08_Oregon_Fuel_Action_Plan.pdf
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Innovative Mitigation Measures By States

§ Wisconsin: Critical Infrastructure Microgrid and Community 
Resilience Center Feasibility Studies (map)

§ Modeled on programs from New Jersey BPU, NYSERDA, 
MASS DOER, Maryland, Connecticut, and California.

§ WI’s Refueling Readiness grant program- modeled on 
Oregon’s program. Read more here

§ Statewide Assistance For Energy Resilience and Reliability 
SAFER2 Local fuel and ESF-12 planning program, 
templates, guidance, exercise in-a-box, HSEEP compliant: 
PSC Statewide Assistance for Energy Resilience and 
Reliability
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https://maps.psc.wi.gov/portal/apps/MapJournal/index.html?appid=011d448c66ef498e9011a160d37a2a1f
https://psc.wi.gov/Pages/ServiceType/OEI/RefuelingReadiness.aspx
https://psc.wi.gov/Pages/ServiceType/OEI/SAFER2.aspx
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Innovative Mitigation Measures By States

§ MPSC provides data to public  and 
decision makers to determine risk, 
biannually.

§ Report delivered by MPSC’s dedicated 
Energy Security Section.

§ MI Propane Security Plan- preparing for 
future potential product delivery 
disruptions.
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2022_Summer_Energy_Appraisal.pdf (michigan.gov)

https://www.michigan.gov/mpsc/-/media/Project/Websites/mpsc/regulatory/reports/energy-appraisal/2022_Summer_Energy_Appraisal.pdf?rev=4dfecd6c4a6e435284a020c876330615
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Innovative Mitigation Measures By States

§ Dedicated Energy Emergency 
Management Section within WA 
Department of Commerce

§ Update/ maintain/exercise Energy 
Security Plan

§ Provides Local Fuel Planning 
Toolkit with Guidance, templates, 
step-by-step guide to create, 
exercise, and finalize plans Fuel 
Planning Toolkit - Washington State Department of 
Commerce
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https://www.commerce.wa.gov/growing-the-economy/energy/energy-emergencies/fuel-planning-toolkit/
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Call to Action
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Develop or update state plan Form a Regional Collaborative Know your Information Sources

• DOE Energy Risk Profiles
• Energy Information Administration 

(EIA) Energy Atlas 
• EIA Petroleum Reports and Energy 

Outlooks
• GasBuddy
• Energy Emergency Assurance 

Coordinators (EEAC)
• Information Sharing and Analysis 

Centers (ISACs)

https://www.energy.gov/ceser/state-and-regional-energy-risk-profiles
https://atlas.eia.gov/pages/d1f187a641e04c7f83719d9647504757
https://www.eia.gov/petroleum/supply/weekly/
https://www.eia.gov/outlooks/steo/
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State Considerations to Address Risks
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• Engage with industry to ensure adequate, affordable supply and 
maintain safe operations

• Include fuel contingency measures in energy emergency plans

• Evaluate state authorities for action and future prevention (are there 
other fuels/sources that can be developed? NREL Renewable Propane 
Study FinalReport_V26-23-22FINAL-1.pdf (propane.com)

• Develop a communications strategy (i.e., infographic to explain key 
factors to the public)

• Expand regional coordination

https://cloudinary.propane.com/image/upload/v1658950685/website-media/FinalReport_V26-23-22FINAL-1.pdf
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Resources 
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Coming soon: 
§ NGA/NASEO Crisis Communications 

Playbook 

Updated 7/18/22!
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CESER Contact Information
Puesh M. Kumar
Director
puesh.kumar@hq.doe.gov
202-586-9044

Brandi Martin
SLTT Program Manager
Brandi.Martin@hq.doe.gov
202-586-7983

Megan Levy
SLTT Project Manager
Megan.levy@hq.doe.gov

Website: energy.gov/ceser

@DOE_CESER

CESER LinkedIn

mailto:puesh.kumar@hq.doe.gov
mailto:Brandi.Martin@hq.doe.gov
mailto:Megan.levy@hq.doe.gov
https://www.energy.gov/ceser/ceser-mission
https://twitter.com/DOE_CESER
https://www.linkedin.com/company/office-of-cybersecurity-energy-security-and-emergency-response/
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@DOE_CESER

linkedin.com/company/office-of-cybersecurity-energy-
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