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CESER Mission & Energy Threat Landscape
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To enhance the security of U.S. critical energy infrastructure to all hazards, 
mitigate the impacts of disruptive events and risk to the sector overall 
through preparedness and innovation, and respond to and facilitate recovery 
from energy disruptions in collaboration with other Federal agencies, the 
private sector, and State, local, tribal, and territory governments.
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Why Cybersecurity? 
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ICS Plan

CESER’s Cybersecurity Resources
Tools and Technology Capacity Building Ongoing Efforts

IIJA Cyber Provisions
40121, 40124, 40125, & 40126
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40124: Rural and Municipal Utility Advanced Cybersecurity 
Grant and Technical Assistance (RMUC) Program

Objectives:
1. Deploy cybersecurity technology, operational capability, or 

services that enhance the security posture of electric utilities 
through improvements in the ability to protect against, detect, 
respond to, or recover from a cybersecurity threat.

2. Increase the participation of eligible entities in cybersecurity 
threat information sharing programs.
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Funding: $250 Million over 5 years (FY22-26)
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40124: RMUC
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Eligibility: 
• Rural electric cooperatives 
• Municipal electric utilities

• Not-for-profits in partnership with rural or municipal electric utilities

• Investor-owned electric utilities that sell < 4,000,000 MWh/year

RMUC Listening Sessions: 
• CESER-led listening sessions with rural, municipal, and small investor-owned 

utilities that have limited cybersecurity resources

Funding: via grants, technical assistance, cooperative agreements

https://www.energy.gov/ceser/articles/rural-and-municipal-utility-advanced-cybersecurity-grant-and-technical-assistance


U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE

State Energy Security Plan (SESP) Resources
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Cybersecurity Reports

Congressional Report In-Progress

• CESER is working with NREL on a Report to 
Congress authorized in IIJA Section 40121.

• The report will assess the priorities, 
policies, procedures and actions needed to 
take to enhance the cybersecurity of the 
electrical distribution system. 

• Last week, CESER and NREL convened a 
stakeholder information sharing session 
that included input and participation from 
federal agencies, state regulators, and 
industry stakeholders.

New



U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE

Upcoming NASEO Activities

§ Regional Petroleum Shortage Response Collaborative
§ Midwest and Southwest collaboratives

§ State Energy Security Planning Bootcamp

§ Cybersecurity for Electric Vehicle Charging Infrastructure Guidance 
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Cybersecurity Call to Action 
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§ Consider cybersecurity in all-hazard energy security planning

§ Collaborate with your State: Information Security Officer, Homeland Security 
Advisor and Public Utility Commissioners

§ Train staff to be aware of cyber threats, specifically avoiding “social 
engineering” cyberattacks

§ Attend NARUC’s Cybersecurity Training 

§ Institute regular cyber threat briefings for energy stakeholders and state 
officials

§ Build well-defined, trusted information-sharing processes and implement 
exchange mechanisms that meet the needs of federal, state, and private 
sector partners. 

§ Exercise information sharing protocols and channels. 
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